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Ciberataques 2023

Total 30,458 919 1,298 28,241 10,626 617 986 9,023
Accommodation (72) 220 16 9 195 106 16 9 81
Administrative (56) 28 7 7 14 21 6 4 1
Agriculture (11) 79 0 74 56 4 0] 52
Construction (23) 249 17 6 226 220 12 5 203
Education (61) 1,780 82 630 1,068 1,537 56 618 863
Entertainment (71) 447 16 2 429 306 10 1 295
Finance (52) 3,348 75 122 3,151 1115 54 87 974
Healthcare (62) 1,378 54 21 1,303 1,220 a4 18 1,161
Information (51) 1,367 79 62 1,226 602 49 19 534
Management (55) 22 4 1 17 19 4 1 14
Manufacturing (31-33) 2,305 102 81 2122 849 62 49 738
Mining (21) 30 1 2 27 20 1 18
Other Services (81) 462 13 = 444 417 8 ) 404
Professional (54) 2,599 205 102 2,292 1,314 124 73 1117
Public Administration (92) 12,217 56 115 12,046 1,085 39 27 1,019
Real Estate (53) 432 35 5 392 399 29 2 368
Retail (44-45) 725 90 47 588 369 55 32 282
Transportation (48-49) 260 21 38 201 138 17 12 109
Utilities (22) 191 17 1 163 130 12 6 112
Wholesale Trade (42) 76 22 21 33 54 17 14 23
Unknown 2,243 2 1 2,230 649 1 3 645
Total 30,458 919 1,298 28,241 10,626 617 986 9,023

Fuente: 2024 Data Breach Investigations Report (Verizon)

© 2023 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.
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(El atacante cumple su promesa?

Do attackers keep their promises once they've been paid?

Figure 4. While in general it is best
not to make payments in response
to extortion, in cases where
payment was made, we observed
that attackers kept their promises
more often than not.

B ves

Fuente: 2024 Incident Response Report (Palo Alto)
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Tipos de incidentes investigados

Figure 3. Top five investigation types in Unit 42 IR cases from 2021 to 2023

2021

2022

2023

0 25 50 75 100

- Extortion with Encryption - Extortion without Encryption - BEC

- Network Intrusion - Web App Compromise Other

Fuente: 2024 Incident Response Report (Palo Alto)

© 2023 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.



Actores involucrados en un ataque
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Figure 11. Threat actors in breaches over time

Fuente: 2024 Data Breach Investigations Report (Verizon)

© 2023 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.




Vectores de ataques comunes: Sector Financiero

60%

System Intrusion

40% Social Engineering

20%

0%
2018 2020 2022 2024

Figure 60. Top patterns in Financial and Insurance industry breaches

Fuente: 2024 Data Breach Investigations Report (Verizon)

© 2023 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.



Vectores de ataques comunes: Sector Publico
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2018 2020 2022 2024
Figure 70. Top patterns over time in Public Administration industry breaches

Fuente: 2024 Data Breach Investigations Report (Verizon)

© 2023 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.



cComo va la 1A en esto?

5B users

La IA estard en todos lados

96%

4B

3B

2B

1B

| | | | | | | | | | | | |
2023 2025 2026 2028 2030 2031 2033
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Uso de la IA para ejecutar ciberataques

Al Will Significantly Accelerate and Scale Ransomware Attacks
Unit 42 Casefile: What if Black Basta Attack Leveraged Al?
g 12000 | Ransomware
Mentions of GenAl Ransomware 13.5 hours
9000 terms alongside / prep
attack types
]
5 6000
é o Hours ta | s | 6] 7 | 8] 9% 10 [ ]
"g' s — 3 Ransomware
3 3 hours
O 2022-01 2022-07 2023-01 2023-07 2024-01
Date -y Ransomware Prep
1)) with jailbroken LLMs
Figure 14. Cumulative sum of GenAl Exfiltration
in criminal forums
Fuente: 2024 Data Breach Investigations Report (Verizon) . ) Privilege escalation
https://www.paloaltonetworks.com/content/dam/pan/en US/assets/pdfireports/2024-unit42-incident-response-report.pdf

© 2023 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.




. Como ocurre un ciberataque?

; S . o el Lateral Act on
Reconnaissance Weaponization Delivery Exploitation Installation and Control Movement Objective

—_—

It B
| 0

BEEHE -0 O O

Pre-Ataque Intrusion Brecha activa

- . .

[ Horas a meses ] [ Segundos ] [ Meses ]

[°RD;

S

2°Phishing/Ing: Social

4° Credenciales comprometidas

© 2023 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.



La informacion esta desperdigada
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Ciclo de Vida de un Ciberataque

Reconnaissance Weaponization

Delivery

Exploitation

Installation
PEEEEEREEEY

Command
and Control

Lateral
Movement

—_—

=10

Act on
Objective

1 L

Pre-Ataque Intrusion Brecha activa
[ Horas a meses ] [ SegundOS ] [ Meses (promedio 270 dias) ]
NGFW WAF (o Threat
rea
Antispam  Sandbox Controles PREVEN Ve Hunting
Anomalias

CWP  Antimalware
Hardening

Controles CORRECTIVOS

Mejor continua

© 2023 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.



¢ Quée tools usan los grupos de Ransomware?

7Z1p

Anydesk /

Cobalt Strike :
Teamviewer

Onedrive / GDrive

Mimikatz Powershell Systernals

Bloodhunt Putty AWS / Azure

Metasploit WINnSCP DNS

© 2023 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information



COMO DEFENDERNOS CON IA

MACHINE / DEEP LEARNING 'GENERATIVE Al

/7

)
i

N

Deterministic models focused on General-purpose, versatile models for
targeted, well-defined tasks requiring generating creative & non-deterministic
high accuracy & precision content from human language prompts

© 2023 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.



Machine / Deep Learning

-

INPUT FEATURE EXTRACTION CLASSIFICATION OUTPUT

S eSOMeSY
))'g.‘}f‘)}ge}f‘}’
" "‘ " "‘

vivivivie

INPUT FEATURE EXTRACTION + CLASSIFICATION OUTPUT

© 2023 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.



IA Generativa

. ~ exterma

Al foundation models
of global knowledge

internal

Al foundation models
of enterprise knowledge

Other Al models and
frameworks, including near-AGI

Types of Al enablement

ction

erative
tomatior

Al-Enabled
knowledge worker

Q0
Al 0

Strategic
Work

Al.-Ena | o
Al-Enabled

Work Apps

Tactical
Work

How Atrtificial Intelligence will

reshape the workplace and
employee experience

© 2023 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.
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Training e Inferencia

Training Inference
Large amount of
training data Target Data

O U &

GRGR -
Inference ‘ - ‘

Jetson nano

GPU Board
Inference Models Computer

Training
Create an inference
model to differentiate
Inference Model of @
between cats and dogs Judge the
FA Computer from training data target data
Inference Model of @ asacat

Utilizing Inference Models ] Creating Inference Models

© 2023 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information. ' ;s N s % paloalto
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. Qué se necesita para hacer una buena Ciberseguridad usando 1A?

. Muchisima data

. Data de muy buena calidad

. Alto nivel de |+D para desarrollar los

algoritmos




MACHINE
LEARNING

DEEP
LEARNING

Precision Al™

Inteligencia Artificial propietaria de Palo ” 5. Precision Al [~ 7
Alto Networks e N s |
GENERATIVE Al

© 2024 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information % paloalsg




Precision Al esta entrenada con toda la data
recolectada por Palo Alto Networks a nivel global

Cada dia en nuestros mas de 85,000 clientes

\_

@

>7.6EB 11.3B 2.3M 1T.

de data ingestada ataques bloqueados nuevos ataques eventos cloud procesados

en linea identificados

v

Data de Red, Endpoint y Nube
2 a 4 veces mas de data colectada por cualquier otro vendor de ciberseguridad

© 2023 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.
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Nuestro ADN: Innovacion y Desarrollo

Invencién del Next
Generation Firewall

Invencién del XDR

ler NGFW con
procesamiento inline
basado en ML

Tler NG-SDWAN

Ter NGFW con uso
intensivo del Inline-DL ler CNAPP

C

Tra plataforma Cloud
Delivered Security

Services

(Inventor del SOAR)

ler NGFW versién
Container

© 2023 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.

ler NGFW con
IOT/OT integrado

X ?
N
o‘
° 2013 2020 2020 2021 2022 2024
2007 2019 2020 2020 2021 2022
- S .
prE— C' DLP{(| loT
WF Adqusicién CN-: . " Precision Al
: . NGFW: ler DLP as a Service . - recision
""""" Demisto Invencién XSIAM

SOC Auténomo
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La empresa de Ciberseguridad con mayor inversion en I+D

Palo Alto Networks Research and Development Expense (Quarterly): 457.20M for April 30, 2024

ADD S BROWSE

Research and Development Expense (Quarterly) Chart 7 VIEW FULL CHART

Fuente: https://ycharts.com/

© 2023 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.



La empresa de Ciberseguridad mas grande del mundo

e Mas de 19,000 empleados

e 13 Data Center a nivel global

e Presencia en 80% de las Global 2000
e Presencia en 94 de las Fortune 100

e Fundada el ano 2007

© 2023 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information. % paloa|t°®
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SIMPLIFY SECURITY WITH OUR BEST OF BREED PLATFORMS

SUB-CATEGORY NETWORKSECURITY PLATFORM

Firewall

Intrusion Prevention

URL Filtering

Sandbox

DNS Security

loT / OT Security

Data Loss Prevention (DLP)
Cloud Access Security Broker
Remote Browser Isolation
Enterprise Browser

Secure Web Gateway

SD-WAN
Remote Access
Digital Experience Monitoring

Posture and Health Management

SUB-CATEGORY CLOUD SECURITY PLATFORM

Cloud Security Posture
Management

Cloud Workload Protection

P a

Identity & Access Management

Code Security

-

Web Application/ API Security

SUB-CATEGORY

Security Information & Event

MODERN SOC PLATFORM
Management

Endpoint + EDR
NTA/UEBA
SOAR

© 2024 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information

Attack Surface Management

World-renowned threat intelligence, cyber risk management and advisory services
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LA MEJOR PLATAFORMA DE SEGURIDAD DE RED

@ C) ‘_".‘_fﬁ::- - N

Unified Zero Trust
Internet Private Cloud Public Cloud SaaS Applications Management and

Operations
Industry’s first Al-powered zero trust
management and operations solution
for your entire network security estate,

preventing operational disruptions up to
O,

7 days in advance

Panorama / Strata Cloud Manager

Unified Zero Trust Management & Operations

O_F:

Cloud-Delivered {ADV |
Security Services iTpé

—— —— — — — — — Best-in-Class Protection
{ADV ! {ADV | i s i : i sD- | ' i

WAN Delivered Everywhere
""""""""""""""" - Inline Al-powered security services secure
your entire network, stopping 8.6B

AAAAAAAAAAAAAAAAAAA O, - -
M-l lien= Software Firewalls o0 threats inline per day
é{’Me] EN (\ Cloud NGFW ?9 SASE

Industry-Leading Form

Factors
11x leader for hardware and software

6 e o oo - D/\ firewalls in Gartner magic q.uadrant for
i0(ooo)| o oo NGFW and the only leader in SASE for
I I 1 O mn.i. = Gartner magic quadrant for single-vendor

SASE
HQ Branch Office Mobile Home \. J

© 2023 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.
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LA MEJOR PLATAFORMA PARA EL CIBERSOC
Endpoint Security, EDR, NDR, XDR, UEBA, SIEM, SOAR, ASM > SOC AUTONOMO

4

O0x —
Cortex XPANSE

Discovers and reduces
the entire
attack surface

Cross correlates internal
view of assets
with outside-in

mapping

Understands exposure
to new attacks
and how attacks
have unfolded (including
supply chain exposures

vulnerabilities)

and nation-state
\ W

\.

Cortex XDR

Endpoint

Network Cloud Identity Continued
Analytics Analytics Analytics Analytics Innovation
Stitched and Normalized
Data Sources
o‘«. .<'0 i
ot oo C@ @::::25
Endpoints Network Cloud Identity CitlEE]

sources

j

End-to-end workflow automation for security operations

.

0 —
Cortex XSOAR

Scales and accelerates
security operations
with automaton

Reduces manual steps
in your incident
response workflow
by up 10 100%

Easily deploy new
automation cases via
extensive SOAR
marketplace

Y

Cortex XSIAM

Unify SOC Operations
with an integrated Al-
driven platform



LA MEJOR PLATAFORMA PARA ASEGURAR LA NUBE

%/% Code @ Cloud Infrastructure ( Cloud Runtime

Cloud Application

d

Payments

=

2% & =%
VMs Serverless  Containers

V] 9 (V] cic
8 e ®

Open Source

<« ,>V

Risk Prevention Visibility & Control Runtime Protection
Complete and contextualized Unmatched visibility: Applications, Proactive RUNtimMe
security in Code Phase: Workloads, Data, Identity, Services, : .
laC Security, SCA, CI/CD, Secrets APls, Unsanctioned Clouds clti)v\el‘::ec\xizsa/r\wls:;regﬁg tclzo[;k
Scaning, SAST CSPM, CIEM, DSPM, CDEM ' ' '
Secure The Source Secure The Infrastructure Secure The Runtime



CORTEX XSIAM
BY PALO ALTO NETWORKS
7"\ Dashboards & Reports
Dashboard
Reports
Customize

Dashboard Manager
Report Templates

% Copilot

{3 Settings C
i Tenant Navigator

& Notifications (99+)

(@ Help

Merav Shelkowitz

it Palo Alto Networks -...

Minimize menu ¢

© 2023 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.

7\ XSIAM Command Center -

Good Morning, Merav

47K 2

O ENDPOINTS S
P NGFW__. Q
€ Google Cloud Q
afahazon O
/x

I\ Azure O—

0 ¢

[ proofpoint O

GPRISMA
cLoup O

/APACHE ©
okta O

+68 O

DATA SOURCES

Events Ingestion

438 Events /24H

yX:-1:]

ALERTS

Data Ingestion
65 5201

e

127

INCIDENTS

Total Open Incidents

26

c3 Hs .10 [ E

95
AUTOMATED
oy 101
;\"z./l : I  RESOLVED
INCIDENTS

2
C 3
o .5 26
OPEN
32 (R INCIDENTS
MANUAL B

286.1K

PREVENTED EVENTS
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The Golden Formula with Data and Al for Better
Cybersecurity Outcomes

Integrated, Real-Time ML / Al Driven Better Cyber
Telemetry Data Automation Outcome

+ @ Risk 1 Efficiency
L1 SECONDS

—— Mean Time to Detect |

Networks Cloud Endpoints Strata Cortex Cortex

NGFW XSIAM XSOAR
TCO Simplicity

MINUTE
Mean Trme to Respond

Aigh priority alerts)

© 2023 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.
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