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Ciberseguridad en 
épocas de IA
¿Realmente mi información corre 
riesgo?

Jesús Arturo Cruz Ortiz
Systems Engineer
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Ciberataques 2023

Fuente: 2024 Data Breach Investigations Report (Verizon)
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¿El atacante cumple su promesa?

Fuente: 2024 Incident Response Report (Palo Alto)
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Tipos de incidentes investigados

Fuente: 2024 Incident Response Report (Palo Alto)
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Actores involucrados en un ataque

Fuente: 2024 Data Breach Investigations Report (Verizon)
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Vectores de ataques comunes: Sector Financiero

Fuente: 2024 Data Breach Investigations Report (Verizon)
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Vectores de ataques comunes: Sector Público

Fuente: 2024 Data Breach Investigations Report (Verizon)
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¿Como va la IA en esto?

La IA estará en todos lados
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Uso de la IA para ejecutar ciberataques

Fuente: 2024 Data Breach Investigations Report (Verizon)
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¿Cómo ocurre un ciberataque?

Reconnaissance Weaponization Delivery Exploitation Installation
Command 

and Control
Act on 

Objective
Lateral 

Movement

Pre-Ataque

Horas a meses Segundos Meses

Intrusión Brecha activa

4° Credenciales comprometidas

3° Exploits

2° Phishing / Ing. Social

1° RDP
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La información esta desperdigada
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Ciclo de Vida de un Ciberataque
Reconnaissance Weaponization Delivery Exploitation Installation

Command 
and Control

Act on 
Objective

Lateral 
Movement

Pre-Ataque

Horas a meses Segundos Meses (promedio 270 días)

Controles PREVENTIVOS Controles 
DETECTIVOS

Intrusión Brecha activa

Controles CORRECTIVOS

NGFW WAF

Antispam Sandbox

CWP Antimalware
Hardening

IOC 

TTPs

Anomalías

Threat 
Hunting

Mejor continua
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¿Qué tools usan los grupos de Ransomware?

Cobalt Strike

Mimikatz

Bloodhunt

Metasploit

7zip

Anydesk / 
Teamviewer

Powershell

Putty

WinSCP

Onedrive / GDrive

Systernals

AWS / Azure

DNS
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COMO DEFENDERNOS CON IA

MACHINE / DEEP LEARNING GENERATIVE AI 

Deterministic models focused on
targeted, well-defined tasks requiring

high accuracy & precision

General-purpose, versatile models for 
generating creative & non-deterministic 
content from human language prompts
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Machine / Deep Learning
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IA Generativa
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Training e Inferencia
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¿Qué se necesita para hacer una buena Ciberseguridad usando IA?

1. Muchísima data

2. Data de muy buena calidad

3. Alto nivel de I+D para desarrollar los 

algoritmos
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Precision AI™
Inteligencia Artificial propietaria de Palo 
Alto Networks

Precision AI

MACHINE
LEARNING

DEEP
LEARNING

GENERATIVE AI
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Precision AI está entrenada con toda la data 
recolectada por Palo Alto Networks a nivel global

>7.6EB
de data ingestada

1Trillon

eventos cloud procesados

11.3B
ataques bloqueados 

en línea

Data de Red, Endpoint y Nube
2 a 4 veces más de data colectada por cualquier otro vendor de ciberseguridad

Cada día en nuestros más de 85,000 clientes

2.3M
nuevos ataques 

identificados
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2013

2019 2020

2020

1ra plataforma Cloud 
Delivered Security 

Services

Invención del XDR

1er NGFW con 
procesamiento inline 

basado en ML

Adqusición 
Demisto

(Inventor del SOAR)

2007

Invención del Next 
Generation Firewall

2020

1er NGFW versión 
Container

1er DLP as a Service
1er NGFW con 

IOT/OT integrado

2020

1er NG-SDWAN

1er NGFW con uso 
intensivo del Inline-DL

2021

2021

Invención XSIAM
SOC Autónomo

2022 2024

1er CNAPP

2022

Nuestro ADN: Innovación y Desarrollo

Precision AI
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La empresa de Ciberseguridad con mayor inversión en I+D

Fuente: https://ycharts.com/
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La empresa de Ciberseguridad más grande del mundo

●Más de 19,000 empleados

● 13 Data Center a nivel global

●Presencia en 80% de las Global 2000

●Presencia en 94 de las Fortune 100

●Fundada el año 2007
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SIMPLIFY SECURITY WITH OUR BEST OF BREED PLATFORMS 
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LA MEJOR PLATAFORMA DE SEGURIDAD DE RED

Unified Zero Trust 
Management and 

Operations
Industry’s first AI-powered zero trust 
management and operations solution
for your entire network security estate, 

preventing operational disruptions up to 
7 days in advance

Best-in-Class Protection 
Delivered Everywhere

Inline AI-powered security services secure 
your entire network, stopping 8.6B 

threats inline per day

Industry-Leading Form 
Factors

11x leader for hardware and software 
firewalls in Gartner magic quadrant for 
NGFW and the only leader in SASE for 

Gartner magic quadrant for single-vendor 
SASE

Internet Private Cloud Public Cloud SaaS Applications

HQ Mobile HomeBranch Office

SASE

Cloud-Delivered
Security Services

Software Firewalls
Cloud NGFW

Panorama / Strata Cloud Manager
Unified Zero Trust Management & Operations

Hardware Firewalls 
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End-to-end workflow automation for security operations

Cortex XSIAM

Unify SOC Operations 
with an integrated AI-

driven platform

Cortex XPANSE
Discovers and reduces 

the entire 
attack surface

Cross correlates internal 
view of assets 
with outside-in

mapping

Understands exposure 
to new attacks

and how attacks 
have unfolded (including 
supply chain exposures

and nation-state 
vulnerabilities)

Cortex XSOAR
Scales and accelerates 

security operations
with automaton

Reduces manual steps
in your incident 

response workflow 
by up 10 100%

Easily deploy new 
automation cases via

extensive SOAR 
marketplace

Stitched and Normalized

Endpoints Network Cloud Identity Additional 
sources

Data Sources

Endpoint
Analytics

Network
Analytics

Cloud
Analytics

Identity
Analytics

Continued 
Innovation

Cortex XDR

LA MEJOR PLATAFORMA PARA EL CIBERSOC
Endpoint Security, EDR, NDR, XDR, UEBA, SIEM, SOAR, ASM à SOC AUTÓNOMO
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Cloud InfrastructureCode Cloud Runtime

Proactive Runtime 
Detection and Prevention:
CWP, WAAS/WAF, CNS, CDR

Runtime Protection
Unmatched visibility: Applications, 
Workloads, Data, Identity, Services, 

APIs, Unsanctioned Clouds
CSPM, CIEM, DSPM, CDEM

Complete and contextualized 
security in Code Phase: 

IaC Security, SCA, CI/CD, Secrets 
Scaning, SAST

Risk Prevention Visibility & Control 

CI/CD pipeline

VMs ContainersServerless

PaaSDBaaS Identity

Payments

Catalog

Shipping
Analytics

Billing

Custom
Open Source

IaC

CI/CD pipeline

Cloud Application

✔

✔
✔ ✔

✔ ✔

✔✔

✔ ✔

✔

✔

✔

✔
✔

Secure The Source Secure The Infrastructure Secure The Runtime

LA MEJOR PLATAFORMA PARA ASEGURAR LA NUBE
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+ = Risk Efficiency

Integrated, Real-Time 
Telemetry Data

ML / AI Driven 
Automation 

TCO Simplicity

The Golden Formula with Data and AI for Better 
Cybersecurity Outcomes

Cortex
XSIAM

Cortex
XSOAR

Better Cyber 
Outcome

Strata
NGFW

Networks EndpointsCloud

Mean Time to Respond 
(High priority alerts)

1
MINUTE

Mean Time to Detect

10
SECONDS
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GRACIAS


